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Abstract  
The future is mobile. A number of studies show triple digit growth 
of mobile applications and how these are becoming increasingly 
important to the enterprise [8]. VMware must pay attention to this 
emerging trend. Mobile apps have the opportunity to differentiate 
and support enterprise offerings while providing incentives for 
new customers. In this position paper, we describe the current 
state of VMware’s mobile offerings as they relate to the core 
products. We explore a new approach to VMware’s mobile strate-
gy that will focus on mobile-specific use cases, create an ecosys-
tem of inter-app communication, utilize robust APIs to the core 
products, and standardize on a common design language. Along 
the way, we want to enable small teams to deliver these apps and 
explore innovative patterns for user interaction that can influence 
the future direction of product development. 
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1. Mobile App Development Today 
Today, VMware has a number of apps in the mobile app stores 
and a secure way to deliver and update them with AirWatch. 
Some apps are standalone for events while others connect to our 
flagship products. These apps have had mixed performance:  
Horizon Workspace and My VMware are continually updated, 
vSphere Client for iPad no longer works with the latest version of 
the product, and vRealize Operations never made it to market. 
 

VMware’s mobile strategy is ad hoc, lacks coherence, and 
does not address our customers’ needs. Any degradation of the 
quality of the mobile apps used by our customers reflects poorly 
on VMware’s commitment to them and their users. Customers 
we’ve talked to are interested in mobile applications to help them 
remotely manage their infrastructure and support mobile, self-
service use-cases for their end users. This paper addresses a strat-
egy for future development of these apps associated with our core 
products. 

 
 

2. A New Approach 
A suite of useful, complimentary mobile applications can differ-
entiate our services and effect the decision making process of 
potential customers. VMware needs a cross-company effort that 
includes the right design and implementation expertise for mobile 
development. This effort must embrace mobile use cases that 
support administrators when they are not at their desks and their 
end users who want to manage their own resources. To respond to 
our users’ mobile needs, it is crucial that we establish a group 
with mobile expertise and the ability to respond quickly to users’ 
needs.   
 

In our vision of mobile app development, VMware must em-
brace the following core principles: 
 
• Focus on mobile-specific use cases, without replicating the 

functionality of our major flagship products. 
• Use inter-app communication to enable these mobile apps to 

work together as a suite, allowing our users to download only 
those VMware apps they need to create a solution that suits 
their needs. 

• Ensure all products provide complete and robust APIs that 
mobile apps can leverage. 

• Create a common design language and interaction standard 
that can be followed across all mobile applications.  

• Use small, responsive teams to deliver apps in an agile way. 
• Investigate new patterns for innovative interactions to inform 

our main applications and influence their future direction.  
• Create the best user experience utilizing the native patterns for 

the platform. 
 

3. Mobile-Specific Use Cases 
One of the core principles is that mobile apps must not replicate 
the functionality of our flagship products. Mobile workflows are 
different and don’t need the complexity of desktop applications. 
Users rely on mobile devices in many different, often distractive, 
environments. This affects their confidence as they progress 
through complex workflows or when referencing associated in-
formation. The complexity of applications implemented for the 
desktop typically does not translate into useful mobile use cases. 
The Nielsen-Norman Group tested hundreds of mobile applica-
tions and web sites and suggests that: 
 

“Good mobile user experience requires a different design than 
what’s needed to satisfy desktop users. Two designs, two 
sites.” [9] 



As Armen Ghazarian puts it: 
 
“Mobile is a completely different experience than desktop, so 
having a single, even responsive website, may harm your 
overall UX on both platforms. If you try to satisfy both mobile 
and desktop users with the same user interface, you may end 
up satisfying no one.” [6] 
 
Workflows for a mobile environment must be specifically de-

signed to support mobile use cases. User studies can help guide 
the development of these apps. The size of mobile devices also 
influences workflows. Workflows on a smart phone must be 
simpler, but complimentary, to those on a tablet.  
 

The case study at the end of this article describes vSphere 
Mobile Watchlist, a product that began with extensive customer 
interviews. These interviews revealed what is important for 
vSphere administrators when they are away from their data center 
and have only a smartphone. vSphere Mobile Watchlist is based 
on three core ideas:  
 
• Awareness. Administrators want to be aware of problems on 

specific virtual machines that are critical to the infrastructure. 
• Understanding. Administrators want to ensure that they un-

derstand the problem and possible solutions. 
• Remediation. Administrators want to fix the problem or easi-

ly pass the gathered information to a delegate who is in a posi-
tion to fix the problem back in the data center. 

 
As the app evolved, additional managed objects and function-

ality were added to create a more complete solution. However, we 
were careful not to stray outside of the core use case. While 
vSphere Mobile Watchlist must be supported and maintained, any 
new feature development must be researched and implemented as 
a new use case in a separate, focused app.	  

 

4. Inter-App Communication 
VMware’s strategy for their core products is to enable them to 
work together as a suite. This strategy also applies to VMware’s 
mobile offerings as well. A useful way to think of a suite of 

VMware mobile apps is to imagine a set of complimentary mobile 
solutions for each of our main products (vSphere, vRealize Auto-
mation, vRealize Operations, Log Insight, and so on). Each app 
can focus on what it does well. When the app needs more detail or 
functionality not included, it hands off to another app. If we sup-
port a mechanism for transferring context between apps, then each 
app can focus on its core functionality. 
 

For example, when users investigate an alert in the vSphere 
Mobile Watchlist app, they can transfer context to another appli-
cation, such as vRealize Operations, to drill into details about the 
status of their VM. The example in Figure 1 shows screenshots 
from such a prototype. The image on the left presents a VM in 
vSphere Mobile Watchlist. An icon represents a transfer point to 
call vRealize Operations.  The image on the right shows vRealize 
Operations with the same VM in focus. The vSphere Mobile 
Watchlist icon represents the transfer point to return to the calling 
context. 
 

To support inter-app communications, we must resolve several 
issues: 
• We must manage and support logins in a simple way, for ex-

ample, as single sign on. Otherwise the app must manage the 
credentials in a secure way. When VMware’s AirWatch solu-
tion is deployed, a proxy can distribute access to the different 
apps behind the firewall.  

• We must seamlessly transfer between apps and support return-
ing to the original context of the calling app.  

• We must provide a mechanism for installing and running an 
app when the situation arises where a second app can support 
the current workflow, but is not yet installed. 
 
By allowing users to easily transfer between apps, each app 

can focus on what it does best. The result is the creation of an 
ecosystem of VMware apps that can do more than each one indi-
vidually. 

 

5. Complete APIs 
To create apps that provide useful and desirable workflows, we 
must support strong APIs. API designers and API users typically 
have different requirements. Designers decide what the API re-
quires for a service to work. Users need to easily understand how 
to use the API; otherwise they might become frustrated when 
using the API to build an application. One way to build a strong 
API is to make those designing it to consume it as well.  It’s diffi-
cult to build an application with only minimal access to the core 
products’ functionality.  
 

In 2002, Jeff Bezos, chairman and CEO of Amazon.com de-
creed that all teams must expose their data and functionality 
through service interfaces. The decree forced Amazon to use its 
own APIs and helped drive Amazon’s cloud services to the indus-
try-leading position it is today. VMware must be as aggressive 
and create, document, and support product APIs that all teams can 
leverage to their full extent. 
 

6. Common Design Language 
Currently, no common visual design standard exists for mobile 
applications. Each implementation supports a different vision of 
the VMware brand.  As a result, inconsistent interaction patterns Figure 1. Mock-up of screens of vSphere Mobile Watchlist and 

vRealize Operations show the opportunity for inter-app communi-
cation.  



exist. With the emergence of a new corporate look and feel, we 
have an opportunity to create mobile standards that, when applied 
across all mobile apps, will create a consistent experience and 
brand for VMware apps. These standards must include both the 
visual design of the UI as well as examples of icons, typical pag-
es, and native interaction patterns. Using this prescriptive refer-
ence, designers and developers can reduce the time to create and 
build mobile solutions.  
 

A direction is beginning to emerge, but has not yet completely 
been documented. Examples of this standard include a unified 
login page, shown in Figure 2.  
 

7. Small, Agile Teams 
Mobile development is best carried out with small teams. With a 
smaller team, we can respond to users needs and develop alterna-
tive solutions quickly and publish releases more frequently. For-
rester research shows that brands with highly rated consumer 
mobile apps typically release updates 8 to 12 times a year [5]. 
More frequent releases will require us to form agile teams that are 
focused and work quickly. 
 

For example, with a small team, we delivered vSphere Mobile 
Watchlist in February 2014 and now have more than 50,000 
downloads. Since the inception of the app, we have implemented 
what we learned from user research of mobile workflows. We’ve 
found that the users’ environments, while using a smartphone, 
greatly affects the sophistication of what they want to do with an 
application connected to their data center. Because we are able to 
release updates on a rapid cycle, we can take continuing user 
feedback, apply it, and quickly test it with our user population.  

 

8. New Interaction Patterns 
With their rapid turn around for new features, mobile apps can 
respond to customers’ needs and experiment with novel approach-
es to difficult workflows. The feedback from these interactions 
can improve the user experience and drive new features in the 
core product.  

For example, vSphere Mobile Watchlist incorporates a pre-
ferred list of VMs and Hosts. This list of ‘VIP’ resources allows 
the user to focus on those assets that are most critical. We now see 
that users want to incorporate this feature into the main vSphere 
product.  
 

9. Responsive vs. Native Design 
In 2010, Chris Anderson and Michael Wolff wrote an article 
entitled “The Web is Dead. Long Live the Internet” [1]. The au-
thors talk about how the web is being replaced by more focused 
services that help users with specific use cases. Those services are 
the apps we know today.  
 

These apps are written in a way that allows developers to 
write code once with responsive design, or write it natively taking 
advantage of a compiled language that has access to all the APIs. 
More fine-grained approaches exist between these two extremes. 
Each of these approaches has its advantages and disadvantages [3, 
4, 7, 11]. The various approaches include: 
• Native 
• Cross-platform 
• Hybrid 
• Responsive 

9.1 Native 

A native approach uses development environments and languages 
specific to devices, for example, Xcode and Android Studio. 
These tools produce highly interactive applications using SDKs 
that have access to all the latest APIs. In addition, native apps 
enable users to work offline when a network connection is una-
vailable. Inclusion in the app stores adds the benefits of discover-
ability, trust, and confidence of distribution in a format that is 
popular with users.  
 

Many experts are promoting a native approach. In Pivotal’s 
webinar [13], their first “tip” was “Go Native”. Farhan Thawar 
indicated that native apps are “premium, flexible and performant.” 
He also suggested that non-native apps are typically 18 months 
behind. 
 

The main concern with a native implementation is that differ-
ent code bases must be supported for each platform. Also, manag-
ing a consistent brand across different apps can be difficult. 

9.2 Cross-platform 

A cross-platform approach uses a third-party language, like 
Xamarin [15], and produces a native-like experience. However, 
this approach also adds a dependency to third-party platforms. 

9.3 Hybrid 

A hybrid approach uses web technologies (HTML, CSS, and JS) 
but contains a native wrapper, which allows submission to stores 
and provides access to device APIs. Examples include Cordova + 
PhoneGap (Adobe) [10], and Titanium [14]. This approach also 
adds a dependency. Third-party wrappers, which deal with the 
platform differences, can vary visually from a native implementa-
tion. 

Figure 2. A standard for login pages is starting to emerge. Here, 
the login pages for vSphere Mobile Watchlist and Horizon View 
client are shown.  



9.4 Responsive 

A popular approach today is responsive design. The three main 
characteristics of responsive design are: 

 
• Media queries to define rules based on screen widths 
• Fluid and flexible grids and  
• Dynamic content 

Responsive design enables lower development costs because 
only one code base is required. Also, a single URL enables a 
simplified marketing campaign. 
 

The biggest disadvantage of responsive design is that it gener-
alizes the experience across multiple platforms and is not optimal 
for any specific configuration or workflow. Responsive design 
can create a slower interaction experience and one that is not quite 
consistent with mobile platforms. Libraries used for responsive 
solutions constantly play “catch-up” with the latest APIs or might 
not have access to them at all (for example, can’t access the con-
tact list or work with notification services). Responsive design 
does not work on some devices or on some older browsers. They 
also rely on third-party software to package the app for the app 
stores.  

 
Responsive design is important to make complex workflows 

deliver a good experience on different form factors and environ-
ments. However, responsive design is not the correct approach for 
all mobile solutions. As Todd Anglin suggests: 
 

“Responsive design is great for creating mobile sites, but it’s 
not as useful for creating mobile apps. Responsive design 
can help you hide, show, resize, and reformat UI for screens 
of varying size, but it is less suited for presenting completely 
different modes of usability on different form factors.”  [2] 
 

Responsive design is good up to a point. Most notably, the use 
cases on a phone are going to differ greatly from the workflows 
on a desktop, which have all the resources and the most real es-
tate. Web applications that use responsive design typically gener-
alize the user experience so that all workflows are pushed to 
mobile users, many of which are inappropriate for a good mobile 
experience. In addition, the look and feel of a responsive design 
only approximates the feel of the native interface and might frus-
trate the user. No matter how tempting a write-once approach is, 
we want to provide the best possible user experience. Today, a 
great user experience for complex apps can only be satisfied by a 
native implementation. Potentially, the approach Telerik is taking 
with NativeScript could solve both the issue of one code base as 
well as providing a native look-and-feel [12]. 

 

10. Conclusion 
As our customers expect more from their mobile devices, 
VMware must be prepared to satisfy the mobile use cases. To do 
so, we have to create and sustain the knowledge and expertise to 
deliver these solutions. Using small agile teams, we can discover 
user-driven mobile workflows and deliver focused apps that work 
together as a suite. Providing a common design language will help 
deliver a strong family of apps with the VMware brand. Deliver-
ing these apps natively will create the best possible user experi-
ence for our customers.  
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Appendix: vSphere Mobile Watchlist 1.4 
VMware’s vSphere Mobile Watchlist is a mobile phone app for 
iOS and Android devices that enables secure vSphere infrastruc-
ture resource monitoring and remediation. vSphere Mobile 
Watchlist is based on basic user research with vSphere adminis-
trators who indicated that they wanted three basic things when 
mobile: to have awareness of problems, to be able to understand 
exactly what is going on, and finally to remediate their problems. 
 

With vSphere Mobile Watchlist, vSphere administrators are 
able to choose virtual machines and hosts from a vCenter Server 
inventory to create targeted views of those VMs and hosts. These 
lists show the VM and host properties and allow remediation 
directly from the device. vSphere Mobile Watchlist was designed 
with specific use cases in mind and does not try to replicate all of 
the functionality in vSphere. vSphere Mobile Watchlist brings the 
following key capabilities to vSphere administrators on the go 
with an iPhone or Android phone. 
 
Easily create VM or Host watchlists:  Search for and select a 
subset of VMs and hosts from your VMware vCenter or stand-
alone ESXi server to monitor in one or more watchlists. 

 
Awareness:  Review the status of selected vSphere Mobile 
Watchlist VMs and hosts from your device: 
 
• View VM or Host state  
• View health alerts, resource usage, and related objects 
• View configuration details 
• View tasks and events for a VM or host 

 
Understanding:  When an alert occurs on a VM or host, vSphere 
Mobile Watchlist allows you to view a number of different infor-
mation sources to determine the root cause:  
 
• View KB articles that are automatically retrieved based on a 

given alert 
• Continue the search for web articles related to the alert 
• View performance charts of CPU, memory, disk, and network 

usage 
 

Remediation:  Remediate problems directly from the phone: 

• Initiate VM power operations: powering on or off, suspending, 
or restarting VMs 

• Initiate basic host operations, set maintenance mode, or con-
nect and reconnect hosts 

• Configure the VM’s CPU and memory 



• Manage snapshots: taking a new snapshot, deleting an old 
snapshot, or reverting to a previous snapshot 

• Interact with the VM console 
• Email team members in the data center for situations where 

on-site remediation is required 
 

vSphere Mobile Watchlist was released in February of 2014 
and by January 2015 we had more than 50,000 users. No market-
ing was done other than word of mouth. According to Apple’s 
listing of VMware apps, vSphere Mobile Watchlist is currently 
VMware’s third most-active mobile app. 
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